Message

From:
Sent:
To:
CcC:

Subject:

lon,

McKim, Beverly [Mckim.Beverly@epa.gov]
4/18/2018 12:27:43 AM

Richardson, Jon [Richardson.Jon@epa.gov]
Baker, Todd [Baker.Todd@epa.gov]; Richardson, Jon [Richardson.Jon@epa.gov]; Andrews, Robert
[Andrews.Robert@epa.govl]; Schumacher, Brian [Schumacher.Brian@epa.gov]; Hammel, Craig
[hammel.craig@epa.gov]; Sykes, John [Sykes.John@epa.gov]; McDowell, Mike [McDowell.Mike@epa.gov];
Gallagher, TheresaA (LV) [gallagher.theresaa@epa.gov]; Greenfield, Steven [Greenfield.Steve @epa.gov]
RE: IT support questions for closure timeframe

Here is an update of all of the requirements. If you think of anything that | have missed just let me know,

There are 4 pieces of equipment that will be moved from campus to the warehouse that require network connectivity:

Las Vegas
Las Vegas
Las Vegas
Las Vegas

Plotter

Computer

Printer
Printer

POS

HP Designjet 26201 5SG1562901F 829084 PO5S32 WHS
Super Micro  MDisc 510524314107275 829150 POS32 WHS
Ricoh MPC 5501 562490 829120 EXC 218 WHS
HP 4700 JPBRB79317 N/A EXC218 WHS

required internet con
network connectivity
network connectivity
network connectivity

Badging PC in POS 34- Need more information regarding support - Addressed, the badging

equipment has been moved to Robert’s office, POS 34

We will nesd the ability to activate Visitor badges for the contractors that will be working on the

EDDP project

Nead 1o follow up with Robert on specific requirements and identify other reguirements

POS 20 to house building abatement contractors
At times there will be up to 12 contractors utilizing POS 20
Wik required

Metwork printer required — The existing network printer will be removed and a Lexmark will be

provided.

POS 19 to be used for ITI contractor and other office space- Cabinet for spare equipment
{phones, network switch, etc... and a table for working on devices needs to be provided)
This will be the swing space for Brian Schumacher {phone, docking station, and VTC unit)

POS 23 — Lab will be utilized during the EDDP process

Telephone nesded/maintained

POS 32- Office space to be utilized by Brian-SchumacherIT contractor
Telephone needed
Network connectivity
Docking station

2

Ricoh copier / printer will be relocated to POS 33

POS 24 - Office space to be utilized by Theresa Gallagher
Telephone needed

Network connectivity

Docking station

PQOS 33-

Maintain network printer — existing Lexmark

Maintain lan connectivity port for Fed visitor

Docking station

ED_002772_00000410-00001



Move LAS-EXC-134b HP5550dtn, prints 11x17, to POS 33
®=  PQOS 34- Facilities Manager’s office Robert Andrews, Beverly McKim office.
Maintaln Lan Phone Hne for Robert Andraws
Maintain lan connectivity and docking station
Maintain Robsrt's local printer
Beverly utilizes a cell phone, local printer is not needed, maintain lan connectivity and docking
station
= PQOS 25- IDF for network equipment
RSO has been shown this room and stated that equipment can remain in the room as s,

#  PQOS Shop Area

Maintain telephones, network connectivity, and docking stations for shop
personnel {Mike Hodges and Charlotte Cicon)

Maintain a nebwork or Lan printer 7 — they will utilize the network printer in POS
33

Mames & exact requirement will need to be confirmed with Robert {(Mike
Hodges, Charlote Cicon, Garrp-iiaelks, 3 3}

= PQOS Loading Dock

Maintain telephone, nebwork connectivity, and docking station for Matthew
Cadiz and Pam Grossman {they can utilize the network printer} {checlkwith

a  POS 31, Theresa Gallagher will sit here
Telephone, docking station, network connectivity

= EXC {will be unoccupied but need to maintain demarc, VOIP Telephone equipment.
8  EXC 225- VOIP Servers for telephone, network equipment
R50 has been shown this roorm and stated thet equipment can remain in the room as is.

= EXC 148.2- TELCOM demarc, network equipment

R50 has been shown this roorm and stated that eqguipment can remain in the room as is.
®  EXC 115 — Brian Schumacher’s office

Maintain telephone

Maintain network connectivity, lan printer, desktop computer, and docking
station for notebook computer

Maintain video Tandberg
#  EXC, should we maintain one docking station on each floor? - No
#  EXC entrance, maintain existing phone - Yes

8 CHL (will be unoccupied but wiil be need wifi for connectivity)

=  |f network connectivity is needed in CHL, then CHL 34 IDF will need to be supported as it houses
the network gear for that building.

=  CHL34IDF
RSO has been shown this roor and stated that equipment can remain in the room as is.
= (CHL41-RADroom

NMaintzin 2 telephone in this room

#  CHL, does anyone anticipate there will be a need to maintain one docking station? - No

= H&S has recommend having two phones in CHL.
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CHE-22, {currently where chemical wastes are processed)
Second TBD by Theresa Gallagher and Robert Andraws at the opposite end of the bullding. ~ CHL 3

For the POS, BEXC, snd CHL:
Security badge readers will nead to be maintained
Security cameras will need to be maintained

Wifi should be maintained in each building

Questions for NERL team-
e How many personnel are we looking to support after Sept 30""?
Feds — Brian Schumacher, Theresa Gallagher, Robert Andrews, Beverly MoKim
Contractors:

2 1 or 21T contractors {EPA domains)

® 2 OEM contractors (FPA domains, a-ganiieg sbberthavaibbave
et RS dormal s Mike Hodges and Charlotte Cicon (both currently have
EPA domain names.

8 dwarchouse contractor {FPA domain, confireasmiy aeti--1ad Harris, William Foy,
Matthew Cadiz, and Pam Grossman {all of these people currently have EPA domain
names)

2 Paulette Wheeler, records management contractor

8 upto 12 contractors associated with the EDDP work {the contract has not been awarded
yvet, s at this point we should assume that that none of them will have ERA domain
Names}

From: McKim, Beverly

Sent: Sunday, April 08, 2018 10:50 PM

To: Greenfield, Steven <Greenfield.Steve@epa.gov>

Cc: Baker, Todd <Baker.Todd@epa.gov>; Richardson, Jon <Richardson.Jon@epa.gov>; Andrews, Robert
<Andrews.Robert@epa.gov>; Schumacher, Brian <Schumacher.Brian@epa.gov>; Hammel, Craig
<hammel.craig@epa.gov>; Sykes, John <Sykes.John@epa.gov>; McDowell, Mike <McDowell.Mike@epa.gov>; Gallagher,
TheresaA (LV) <gallagher.theresaa@epa.gov>

Subject: RE: IT support questions for closure timeframe

Steve and Jon,

'l schedule a meeting for us to talk through the topics.

Thank you,
Beverly

From: McKim, Beverly

Sent: Thursday, April 05, 2018 2:07 PM

To: Greenfield, Steven <Greenfield Steve@eops.gov>

Cc: Baker, Todd <Baker Todd@epna.gov>; Richardson, Jon <Richardson. jon@epa.eny>; Andrews, Robert

<Andrews. Robert@epa.gov>; Schumacher, Brian <Schumacher Brisn@epa.gov>; Hammel, Craig
<hammelcraiz@epa.gov>; Sykes, John <Sykes John®epa.gov>; McDowell, Mike <McDowell Mike@epa.gov>; Gallagher,
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TheresaA (LV) <gzallagher theressa@epapovy>
Subject: RE: IT support questions for closure timeframe

Steve,
Good to know.

I met with lon Richardson several times when | was in LV a couple of weeks ago. We talked through most of the
guestions below. Both Brian and Robert were involved in the discussions. T will write up responses to the guestions by
Monday and schedule a meeting for everyone to talk through the details,

Thank you,
Beverly

From: Greenfield, Steven

Sent: Thursday, April 05, 2018 2:00 PM

To: McKim, Beverly <Mckim Baverlv@epa.gov>

Cc: Baker, Todd <Baker Todd@epa.gov>; Richardson, Jon <Richardson Jon@epa.cov>; Andrews, Robert

<Andrews. Robert@epa.gov>; Schumacher, Brian <Sthumacher Brian@epa. gov>; Hammel, Craig

<hammel craig@epa.gov>; Sykes, John <Sykes john@epa.gov>; McDowell, Mike <Molowell Mike@epa.gov>; Gallagher,
TheresaA (LV) <gallagher theresaa@epa.gov>

Subject: RE: IT support questions for closure timeframe

Beverly,

Thank you. Answers to these questions are needed to determine what equipment and staff remain until the end just
before we turn all the buildings over to UNLV. ORD needs to be sure to make the best use of any equipment that can be
removed for other ORD locations. For example the two large 6509E core switches currently install in ORD LV will be
swapped out with a smaller switch and the 6509E units will be relocated and installed in Athens.

Thanks,
Steve

Steve Greenfield

Enterprise Operations Division

Office of Science Information Management
US EPA Office of Research and Development
Greenfield stevei@epa gov (email)
702-798-2608 (0)

Personal Matters / Ex. 6 |

From: McKim, Beverly

Sent: Thursday, April 05, 2018 10:48 AM

To: Greenfield, Steven <Greenfield Steve@epa.sov>

Cc: Baker, Todd <Baker. Todd@epa.gov>; Richardson, Jon <Richardson Jon@ena.cov>; Andrews, Robert

<Andrews. Bobert@epa. gov>; Schumacher, Brian <Sthumacher Brisn@epa. gov>; Hammel, Craig

<hammel craig@epa.gov>; Sykes, John <Svkes John®epa.gov>; McDowell, Mike <Molowell. Mike@epa.gov>; Gallagher,
TheresaA (LV) <gallagher theresaa®@ena gov>

Subject: Re: IT support questions for closure timeframe

Steve,
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| have already met with the RSO. We have walked through all of the buildings and rooms to develop plans. He was
shown the server room and every telcom closet in each building. The scenario you described is notin play. I'll setup a
meeting for next week so that we can get everyone on the same page.

Thank you,
Beverly

On Apr 5, 2018, at 1:38 PM, Greenfield, Steven <Greenfield Steve@epa.gov> wrote:

Also what level of support shall be required if the RAD officer forces total evacuation of all buildings
which would require new network wiring and set up of all equipment to one or more mobile buildings?

Steve Greenfield
Enterprise Operations Division
Office of Science Information Management
US EPA Office of Research and Development
Grasnfield steve@lepa.zoy (email)
702-798-2608 (0)

Personal Matters / Ex. 6 i

From: McKim, Beverly

Sent: Thursday, April 05, 2018 10:34 AM

To: Greenfield, Steven <Gresnfisld. Steve@epa.pov>; Baker, Todd <Baker Todd@epa.pov>

Cc: Richardson, Jon <Richardson Jon®@epa.gov>: Andrews, Robert <&ndrews. Robert@ena.gov>;
Schumacher, Brian <Schumacher. Brian@epa.gov>; Hammel, Craig <hammelorais@epa.gov>; Sykes,
John <Sykes lohn@epa zov>; McDowell, Mike <MeDinwell Mike@epa.gov>; Gallagher, TheresaA (LV)
<gallagher.theresan@iena. sov>

Subject: Re: IT support questions for closure timeframe

I am forwarding this on to Todd for his input regarding labs.

On Apr 5, 2018, at 1:03 PM, Greenfield, Steven <Gresnfiald Steve @epa.zov> wrote:

Each building and Iab will need at least one emergency analog telephone.

Steve Greenfield

Enterprise Operations Division
Office of Science Information Management
US EPA Office of Research and Development
Greentield.steve @epagov (email)
702-798-2608 (0)

Personal Matters / Ex. 6 |

From: Richardson, jon

Sent: Thursday, April 05, 2018 8:03 AM

To: Andrews, Robert <aAndrews, Boberif@epa.sov>; McKim, Beverly

<Mekim Beverlvfena gov>; Schumacher, Brian <Schumacher Brisnfiepa.gov>
Cc: Greenfield, Steven <Greenfield Steve@ena. gov>; Hammel, Craig
<hammelorais@epa.gov>; Sykes, John <Sykes john@spa.goy>; McDowell, Mike
<Mchowsl Mike®ena.gov>

Subject: IT support questions for closure timeframe
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Hello all:

In order to determine the scope of IT support requirements for the LV NERL lab after
Sept 30", we are asking what services and locations will need ITI support services. | have
created an initial listing below to assist in the process. If you have additional items or
questions please let me know.

e Network, telephone, fax (analog), network printing, and Wifi access to EPA
resources for the following spaces:
= POS

= Badging PCin POS 34- Need more information regarding
support
We will need the ability to activate Visitor badges for the
contractors that will be working on the ERDP project
Mesd to follow up with Robert on specific requirements and
identify other requirements

= POS 20 to house building abatement contractors
AT times there will be up to 12 contractors utilizing POS 20
WiFl required
Network printer required

= POS 19 to be used for ITI contractor and other office space-
Cabinet for spare equipment {phones, network switch, etc... and

a table for working on devices needs to be provided)
7

& POS 23 — Lab will be utilized during the EDDP
process

Telephone needed/maintained
= PQOS 32- Office space to be utilized by Brian Schumacher
Telephons needed
Metwork connectivity
Docking station
YVideo capability — Tandberg?
= POS 24 - Office space to be utilized by Theresa Gallagher
Teleghone neededd
Network connectivity
Docking station
=  P0OS33-
Maintain network printer
Maintain lan connectivity port for Fed visitor
Docking station
= PQOS 34- Facilities Manager office, Beverly McKim office.
Maintain Lan Phone Hine for Robert Andrews
Maintain lan connectivity and docking station
Maintain Robert's local printer?
Beverly utilizes a cell phone, local printer is not needed,
maintain lan connectivity and docking station
= PQOS 25- IDF for network equipment
ROS has been shown this room and stated that eguipment can
remain in the room as is,

#  POS Shop Area
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Maintain telephones, network connectivity, and
docking stations for shop personnel

Maintain a network or Lan printer ?

cordirmed with Robert {Mike Hodges, Chariotie
Cicon, Garry Weeks, Nathan Burbach)

= PQOS Loading Dock

Maintain telephone, network connectivity, and
docking station for Matthew Cadiz {check with
Robert about local printer and other specifics)

®  EXC (will be unoccupied but need to maintain demarc, VOIP Telephone
equipment.
8  EXC 225- VOIP Servers for telephone, network equipment
ROS has been shown this room and stated that equipment can
rermain in the room as s,

= EXC 148.2- TELCOM demarc, network equipment
ROS has been shown this room and stated that eguipment can
remain in the room as is,

= EXC 115 - Brian Schumacher’s office
Mairdain telephons

Maintain network connectivity, lan printer,
deskion computer, and docking station for
notebook computer

Maintain video Tandberg
2 EXC, should we maintain one docking station on each floor?
#  EXC entrance, maintain existing phone

®=  CHL (will be unoccupied but wiil be need wifi for connectivity)

= |f network connectivity is needed in CHL, then CHL 34 IDF will
need to be supported as it houses the network gear for that
building.

= CHL 34 IDF

ROS has been shown this room and stated thet equipment can
rematn inthe room as is.

= (CHL 41 -RAD room

Maintain a telephone in this room

#  CHL, does anyone anticipate there will be a need to maintain one
docking station?

= HE&S has recommend having two phones in CHL.

CHE-22, {currently whare chemical wastes are processed)
Second TBD by Theresa Gallagher and Robert Andrews st the opposite
end of the building,

For the POS, BEXC, snd CHL:
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Security badge readers will need o be
maintained

Security cameras will need to be maintained

Wi should be maintained in sach building

Questions for NERL team-

e How many personnel are we looking to support after Sept 30t?

Feds — Brian Schumacher, Theresa Gallagher, Robert Andrews, Beverly MoKim

Contractors:

2 1 or 21T contractors {EPA domains)

a4 OEM contractors {EPA domains, Robert to confirm
wheather they all have computers/EPA domain namaes)

# 1 warshouse contractor {FPA domain, confirm with

Robert

g uyp o 12 contractors associated with the EDDP work
{the contract has not been awarded vet, so at this point
we should assume that that none of ther will have EPA

domain namaes)

e Are the contractors who will be onsite EPA contractors with EPA domain
accounts? This is important as it impacts how they will connect to the network

and internet. Sge above

e  Will there be a need for network printing and if so, where will we need them to

be located? 5es above

Docking stations should be

Please respond as soon as possible to arrangements can be coordinated for contractor

support, and thanks for your assistance.

Jon Richardson, CISSP

CSR NERL Las Vegas & NRMRL Ada
NHSRC GSS Information System Security Officer (ISSO)
ORD Las Vegas Local Information Security Officer (LISO)
Office of Science Information Management
Customer Service Division (CSD)

EPA Office of Research and Development

Phone: 702-798-2601,! _ Personal Matters / Ex. 6 |

<image001.png>

ED_002772_00000410-00008



